
INTERNAL ACTIVATION CONSOLE
The Internal Activation Console (Dongle Server) allows organizations to activate licenses anywhere within 
their network by pointing WipeDrive at an internal IP address.  This activation method requires more 
effort for the initial set up, but once implemented it is the most efficient and secure way to activate 
WipeDrive.  The WipeDrive Tier 1 Dongle is attached to an internal Windows server or workstation.  The 
IAC is installed and run on this machine.  When WipeDrive begins the activation process it will contact this 
IP address to activate a license.

REQS: WipeDrive Tier 1 Dongle attached to an internal server/workstation. IAC installed on this system. 
Custom build of WipeDrive.

PRO: Most efficient and secure method. No need to move the Dongle from machine to machine.

CON: A Windows server or workstation is required. Internal firewalls need to be adjusted to allow wipe clients 
to contact this machine.

OFFLINE ACTIVATION
Some environments do not have internet access or allow a USB on 
premise.  In these circumstances you can still activate the software 
using the WhiteCanyon Cloud Code. This process requires access to a 
different computer or smartphone with internet access.  The 
WipeDrive client will provide a unique code which will be entered with 
the Cloud Account Code on WhiteCanyon’s Offline Activation webpage.  
The webpage will generate a unique Offline Activation code for one 
use on the client being wiped.

REQS: Phone or computer with internet access.

PRO: Can be used as a last resort when a WipeDrive Dongle or internet connection is not available. Most 
commonly used for WipeDrive Home users. 

CON: Very cumbersome process when wiping more than one machine. Prone to errors as three separate and 
lengthy codes must be entered correctly. Process is only good for a single machine wipe.  The Offline 
Activation Code will be invalid if the system is restarted prior to wiping.
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The WipeDrive license can be activated in multiple ways. Each method has distinct advantages and use 
cases. Below is a brief overview of each method. For more information about a particular implementation 
and how WipeDrive can be integrated into your hardware lifecycle, contact a sales representative today.

CLOUD ACTIVATION
WipeDrive manages licensing over the internet with the Cloud Account 
Code.  The Cloud Account Code will activate PXE Network, Remote Wipe, CD 
and USB versions of WipeDrive and requires internet access (firewall 
porting is available).  The WhiteCanyon Activation Server will validate your 
Cloud Code and deduct a license from your account for each drive.  If a wipe 
fails, WipeDrive will refund the license back to the Cloud Account Code.

REQS: Internet access via WIFI or LAN cable

PRO:  Simple, and fast to setup and execute. Great for individual machines  or large projects.

CON: Requires an internet connection to activate.

TIER 1 DONGLE WITH WIPEDRIVE USB OR CD
When an internet connection is not available or a firewall prevents direct internet access WipeDrive can 
activate from a proprietary HASP key.  The dongle is preloaded with a number of licenses and each use of 
the dongle will deduct wipes from the account. Clients will reload the dongle with a Windows-based 
Dongle Recharge Tool.

REQS: WipeDrive Tier 1 Dongle ($75.00 USD) and WipeDrive on separate USB/CD.

PRO: Can be used when no internet connection is available. Easy to use.

CON: Compatible on CD/USB (Standalone) version only. Requires a Windows machine and 
internet connection to reload the dongle. If a dongle is lost or mechanically fails the 
licenses cannot be refunded. Requires a separate USB/CD to boot WipeDrive.

TIER 2 DONGLE
WhiteCanyon Tier 2 dongles are multi-functional.  The dongle is preloaded with a bootable version of 
WipeDrive, can manage the license activation count, and store the WipeDrive reports. The WipeDrive 
version can be updated by the customer. Additional licenses can be added with the Windows based 
Dongle Recharge Tool.

REQS: WipeDrive Tier 2 Dongle ($150.00 USD)

PRO: Can be used when no internet connection is available. An all in one solution.

CON: Requires a Windows machine and internet connection to reload the dongle. 
If a dongle is lost the licenses can not be refunded and log files are not 
recoverable.
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The WipeDrive license can be activated in multiple ways. Each method has distinct advantages and use 
cases. Below is a brief overview of each method. For more information about a particular implementation 
and how WipeDrive can be integrated into your hardware lifecycle, contact a sales representative today.

CLOUD ACTIVATION
WipeDrive manages licensing over the internet with the Cloud Account 
Code.  The Cloud Account Code will activate PXE Network, Remote Wipe, CD 
and USB versions of WipeDrive and requires internet access (firewall 
porting is available).  The WhiteCanyon Activation Server will validate your 
Cloud Code and deduct a license from your account for each drive.  If a wipe 
fails, WipeDrive will refund the license back to the Cloud Account Code.

REQS: Internet access via WIFI or LAN cable

PRO:  Simple, and fast to setup and execute. Great for individual machines  or large projects.

CON: Requires an internet connection to activate.

TIER 1 DONGLE WITH WIPEDRIVE USB OR CD
When an internet connection is not available or a firewall prevents direct internet access WipeDrive can 
activate from a proprietary HASP key.  The dongle is preloaded with a number of licenses and each use of 
the dongle will deduct wipes from the account. Clients will reload the dongle with a Windows-based 
Dongle Recharge Tool.

REQS: WipeDrive Tier 1 Dongle ($75.00 USD) and WipeDrive on separate USB/CD.

PRO: Can be used when no internet connection is available. Easy to use.

CON: Compatible on CD/USB (Standalone) version only. Requires a Windows machine and 
internet connection to reload the dongle. If a dongle is lost or mechanically fails the 
licenses cannot be refunded. Requires a separate USB/CD to boot WipeDrive.

TIER 2 DONGLE
WhiteCanyon Tier 2 dongles are multi-functional.  The dongle is preloaded with a bootable version of 
WipeDrive, can manage the license activation count, and store the WipeDrive reports. The WipeDrive 
version can be updated by the customer. Additional licenses can be added with the Windows based 
Dongle Recharge Tool.

REQS: WipeDrive Tier 2 Dongle ($150.00 USD)

PRO: Can be used when no internet connection is available. An all in one solution.

CON: Requires a Windows machine and internet connection to reload the dongle. 
If a dongle is lost the licenses can not be refunded and log files are not 
recoverable.


